YOU ATTEST

First Run the Powershell Script to capture Groups and Nested Groups

e Access your AD Server
e Login with Domain Admin Account.

Windows Security >

Enter your credentials

These credentials will be used to connect to 162.245.15.107.

Administrator

FORT\Administrator

Remember me

More choices

OK Cancel
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e Save the custom script file on the Drive

2

Recycle Bin

AD_Groups...

get_ad_group
S

e Open Command Prompt
e Run the script by typing the below mentioned commands into CMD
o “Powershell -file get_ad_group.ps1”
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Administrator: Command Prompt - O X

C:\Users\Administrator\Desktop>Powershell -file get ad_groups.psl,

e This would save a CSV file in your C-Drive (C:/) with all the groups and their details

- ~ | Local Disk (C) - O X
“ Home Share View (2]
« v 4 4. » ThisPC » Local Disk (C}) v ) | Search Local Disk (C: el

Name Date modified Type Size

3 Quick access

PerfLogs File folder

Il Desktop

- Program Files
¥ Downloads

File folder

Program Files (x86) File folder
5 Documents Reg Backup File folder
= Pictures Users File folder
2. Local Disk (C) Windows File folder
System32 | AD_Groups2020-12 / File 4 KB
'™ This PC
& Network
7items 1item selected 3.36 KB ==

Once this file is created this can be imported into Youattest.
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Nested Group Campaign Feature - CSV Import
and Group Selection

* Import the CSV structure
* Step 1: Report name, Import the CSV(upload)

* Step 2: Select the groups they want to pull report of and we will only generate report for
these groups

* Submit
* Process in the background and send email once done

* View Report

Insert CSV for Nested Groups

* Run the Script in your AD and extract
CsV file

* Save the CSV file on your machine

* Now to the screen on the right, please

Campaign Name:

follow the steps: DuaOh:
* Enter Campaign Name &
* Select a Due Date through the
date picker Select your source CSV File:
* Choose the file already saved on Choose File | No file chosen

your machine.
* Upload the file
* Once the file is selected Please choose the file extracted through the AD Script
* Hit Next and upload here.

List of all the groups captured by the AD script

YouAttest 4 info@youattest.com



YOU ATTEST

« Select the groups you want to
run the reports on.

* This would automatically
select the sub-groups Select All Group Name Creation Date Status
associated with the selecte
group.

* Specify, if you want to run the
campaign on a Random
sample from the selected
groups i.e. based on
Percentage value.

* Hit Done

Selact All Application Name Creation Date Status

Select Random Percentage: %
Note: £ alue from 1 20 99 1 you ¥

Listing page of the Group Report

Group and Nested Group Report
Total Groups. Report Name Creation Date Actions
(" ooumload | Delete )
20 AD Admin 6/10/2020
(o | )
500 Domain Admin 27/10/2020
( Downlosd | Delets ]
AN
150 Test1 10/10/2020
[ Download ‘ Delete )
400 Test Data 15/10/2020
[ Oownlosd { Delete J
500 AD Domain Group 19/10/2020
items per page 1-20 0of 91 items
« 1 2 3 4 5 » 20 -

Once downloaded the report would look like this
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| Report Name: Customer Defined ReportName

Description:

This is an auto-generated report from excatsciences.youattest.com and contains nested groups’
information as they are defined in your Active Directory. All user data is pulled from Okta and is
consolidated against your CSV to lay them in nested group format.

Report Date: 03/11/2020 1:50PM GMT

Total Groups included in this Report: 10

Group Details

roup Name: Super Admin

Description: This group contains all Super Administrators of internal apps

® Austin Grajek eb Admins
e Sher Azam e John Doe
e Justin Dale

DB Admins
e Mark Johnson
e Steve Jones
e Jasmine Grey

roup Name: Domain Admin

Description: No Description Available

DirectUsers | sul
David Shaw IT Consultants
e Max Riddle

e Jeff Marks

e Alex
e Chris McConnel

***This is the end of the report*=~
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