7 STEPS TO YOUR FIRST
OKTA ACCESS REVIEW

LETS DO YOUR FIRST OKTA ACCESS REVIEW W/ YOUATTEST! |

Hello, and welcome to YouAttest!

In this document, we will walk through the 7 steps in steeting up your account and running
your first access review. The setup and first access review should in total take around only 10 to
15 minutes of your time.

STEPS:

A. Enable the YouAttest-Okta Integration
Step 1: Get API Token from Okta
Step 2: Add Okta API token in YouAttest

B. The 7-Steps to Your Okta Access Review
Step1: Select Create Audit
Step 2: Select Type of Audit (App, User, Group)
Step 3: Select Which Apps to Audit for this campaign
Step 4: Access the new YouAttest Audit Campaign
Step 5: Certify, Delegate or Revoke
Step 6: "Execute" to create report

Step 7: Dowload Report (in your selected format)
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APl INTEGRATION

Directory v Delegated

Step 1: Get APl Token from Okta e
- Log in to your Okta tenant Applications v
. . Networks
- In the left-hand menu, click on Security > APl . ity -
Behavior Detection
Workflow v
Device Trust
Reports
Administrators
Settings v

APl

- On the new screen, click on the Token tab > Create Token and enter a name for the

token
& API

Authorization Servers

Create Token
3

What do you want your token to be named?

Tokens 1 Trusted Origins

Enter a name for this token...

[ A Create Token | 2

The token name is used for tracking API calls.

- Copy the token generated on the next screen and save it in a secure place

X
Create Token
Token created successfully!

Please make a note of this token as it will be the only time that you
will be able to view it. After this, it will be stored as a hash for your

protection.

Token Value

I | - |
oK mtt

OK, got it
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Step 2: Add Okta API token in YouAttest
- Log in to your YouAttest account
- Go to API Integration > API Add in the left navigation menu

Add a New OKTA Integration

YOUATTEST

Friendly Name:

Okta New
a8 Dashboard
Okta Url:

. https://dev-941062.oktapreview.com
Ll Campaigns

API Key:

oooooo.oooo-.noooo.ooooo..ooooo-.-oooo.‘ @

¥ API Integrations

Enable Single Signon : [

API Integrations

4/

API Add

(¢ My Account

- On the next screen, you will be presented with the following fields:

Friendly Name
e YouAttest allows integrations with multiple Okta tenants. Friendly name helps you
identify Okta tenants elsewhere in YouAttest platform. You may enter any name that
you prefer for the API integration

Okta URL
e Enter the URL of your Okta tenant in this field

API Key
e Paste the API key generated in step 1in this field

Enable Single Sign-on
e Check this box if you wish to enable Single Sign-on for this Okta tenant. This feature
in a separate document but can be explained upon request.

Provide all the details and hit Save. At this point, YouAttest will make a call to the provided URL
with the API token and verify the integration. A success message will be displayed if the test
passes. Otherwise, the error message will be displayed.
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Step 1: Create Audit
= From the navigation bar on the left side of the page, select Auto Audits > Create Audit

22 DASHBOARD

ﬁ ! Auto Audits

Create Audit

Application Audits

Group Audits
Event Audits

User Audits

Step 2: Select Type of Audit (App, User, Group)
= From here, you will have three options; either an App, Group, or User Audit. (Click Name
of audit below for video instructions)

o Application: Audit by application in Okta
o Group: Audit by Active Directory or Okta Group

o User Audit: Audit by specific users and see access to app or groups of users

e Select the one that best fits your needs (In this example: "Application Audit")
e Select an API Source (what Okta environment you will pull data from)
e Name your Campaign (provide something that will help you identify this attestation.
You May enter anything that you would like)
e Select a due date
= Once all of the above have been completed, click Next.

Add a New Audit

°Audit oAudit Apps
Run Audit by applications and their users
App Audit
Select API Source*
:;: Admin Accounts for Triggers v
Group Audit Audit Name*

My First Application Audit of Jira

User Audit

Due On*

03/31/2021 [m]


https://www.youtube.com/watch?v=WZhibybIvX8
https://www.youtube.com/watch?v=7S7fO_iWE3g
https://www.youtube.com/watch?v=8p6vJxofv9o
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Step 3: Select "Which Apps" to Audit for this campaign
= After clicking next, you will be prompted to a page with a dropdown list of all
applications in your Okta environment.
= From here, select all the applications you wish to audit, and click Done at the bottom of
the page

Select apps for your campaign

Show| Show all V|entries Search: | Search

Application Name Creation Date Status
Okta Admin Console Fri, 14 Sep 2018 16:04:35 GMT ACTIVE
My SPA Fri, 14 Sep 2018 17:24:33 GMT ACTIVE
SalesCRM Wed, 07 Nov 2018 09:08:33 GMT ACTIVE
S5O Teamforce PK Fri, 16 Oct 2020 12:13:25 GMT ACTIVE
Sales Force Test Wed, 04 Nov 2020 16:56:34 GMT ACTIVE
lJira Wed, 04 Nov 2020 17:04:01 GMT ACTIVE
[] JIRA Tue, 24 Nov 2020 16:32:31 GMT ACTIVE
SAML SSO test Mon, 30 Nov 2020 19:39:36 GMT ACTIVE
AzharAzamtest Mon, 07 Dec 2020 17:29:30 GMT ACTIVE

Step 4: Access the new YouAttest Audit Campaign
= From here you will be brought out to the main page, where you will need to refresh the
page to see your latest report. (this may take a minute or two)
= Once you've found your campaign, click the name to begin attesting.

Application Audits

Home / Audits

Active App Audits

ZRefresh  Search

Show 10 Vv entries

# Audit Name Due Date Assigned Reviewers Total Unique Users Users i g! Actions

My First Application Audit of Jira
1 Created at: 02/24/21 35 Day(s) 0 3 0 [ o

User Selection Percentage: 100 % ope
Audit
2 Created at: 02/17/21 2Day(s) 1 3 2 Ggﬁ B . o

User Selection Percentage: 100 %



THE 7 STEPS TO
YOUR FIRST OKTA
ACCESS REVIEW

Step 5: Certify, Revoke or Delegate

= After clicking the campaign name, you will be prompted to a new screen where you can
either certify, revoke, or delegate out the attestation of users in the campaign.

= To execute any of the above actions simply follow these steps:

e For Multiple Users at Once:
= Select the users by checking the boxes at left most point of each row. The box,
when clicked will display a checkmark
m Select any one of the three options from the "Select Action" dropdown option:
Delegate, Certify, or Revoke

Download Report ~

Show 10 AL 48 v Select Action I
Certify
Revoke

Application Ia

Delegate

.com &I

Syst.

Jira

Jira

Step 6:

Role: Project Admin Ele=
Type: Individual

Profile: User

User Manager: austing@youattest.com
Job Title: Director

User Status: ACTIVE
bill@youattest.com PEED
Role: Sr. Manager

Type: Individual

Profile: Devops

User Manager: billgardner@youattest.com
Job Title: Operations Manger

User Status: ACTIVE
sher.azam@youattest.com El=t o]
Role: PMO

Delegated Actions

"Execute" to Create Report

Object/ Action / Reviewed On Status Action

Reviewer

0%
Select Action

(No Progress )

0%
Select Action

(No Progress)

v

v

m Once all users have been attested for, go back to the main audits page by selecting the
application type on the left, dropdown menu (in this case Application Audits)
= Select the most recent campaign and click the gear icon to Execute.

m A popup will appear asking if you wish to continue this action, click Yes.
= This actions will make changes within Okta or Active Directory according to what you
have outlined in the campaign.

Show 10 Vv entries
# Audit Name Due Date Assigned Reviewers Total Unique Users Users Reviewed Progress Actions
My First Application Audit of Jira “
1 Created at: 02/24/21 35 Day(s) 0 3 3 ] Em
User Selection Percentage: 100 % 100 %
Application Audit J
2 Created at: 02/17/21 2 Day(s) 1 3 2 ] o
User Selection Percentage: 100 % 67 %
Jira App Audit “
3 Created at: 02/12/21 4Day(s) 0 3 3 - |
100 %

User Selection Percentage: 100 %
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Step 7: Download Report
= Now that you have executed your campaign, you have the ability to view a full report of
what actions took place. To view these reports, click Download Report dropdown and

select either Copy, CSV, Excel, PDF, or Print:

App Audit Name : My First Application Audit of Jira

Home / App Audits / Detail

1 Total Apps 3 Total Users Start Date Wed, 24 Feb 2021 23:33:29 GMT

3 Task(s) Reviewed 0 Task(s) Pending Reviews End Date Wed, 31 Mar 2021 23:59:00 GMT

ZRefresh  Search EI
Show 10 Vv entries  Select Action v Apply Download Report ~

Application Name User Name Delegated Actions  Object/ Action / Reviewer Reviewed On Status B csv
@ Excel
Systems | g panyABC.com &9
Role: Project Admin B 0 PDF
e: Individual
e o 100% 8 Print

[ Jira Profile: User Completed [audit user(Admin)] Feb 24, 2021 23:41:30

User Manager: austing@youattest.com

Job Title: Director ( Certified )
User Status: ACTIVE

bill@youattest.com B
[ An

Questions?

Contact Us:
YouAttest™
1.877.452.0496
https://youattest.com/resources

support@youattest.com



https://youattest.com/resources
mailto:support@youattest.com

