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Revoking a User's App Privilege When 

User is Assigned via Group Membership 
 

Statement: 

 

Okta is recommending enterprises to assign user’s to group for application permissions. 

 

Question: 

 

How does YouAttest revoke a user in this scenario? 

 

Answer: 

 

YouAttest provides Group Audits (See Use Case #1 below) that allows administrators and 

reviewers to certify or revoke users from groups. If revoked from a group, all applications 

assigned to the user due to that group assignment will automatically be revoked by Okta. This 

uses Okta’s best practices to allow or revoke access using group assignments. 

 

In case of Application Audits (See Use Case #2, below) , YouAttest revokes the application 

access without removing the user from the group. We simply change the scope of the 

assignment from “group” to “user” and then remove that user from the application. This way, the 

user remains part of the group, however, that specific application access is removed. For 

individual assignments, we don’t have to make changes in the user's scope. 

 

We accomplish this by leveraging two Okta API endpoints. 
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1. Update Application Profile for Assigned User 
a. This API is used to change user’s scope 

 

More information about this API is as follow: 
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2. Remove User from Application 
a. This API is then called to remove the user from the application 

 

More information about this endpoint is given hereunder 
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