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Information contained within this document may be subject to change, based on new
changes incorporated in YouAttest platform. In the event of a change, a newer version

of this document will be drafted and disseminated.
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Enabling Okta API Integration

YouAttest is fully intfegrated with Okta and the integration process is pretty
straightforward as well. It is a two-step process wherein the first step is to retrieve an API
token from your Okta tenant and the second step is to put that information in YouAttest.

The following sections explain these two steps in more detail.

Step 1: Getting APl Token from Okta
» Login to your okta tenant
» Click on API menu > Tokens

{Okta} Dashboard Users Applications Customization Settings

Authorization Servers

(/) Dashboard https:

System Log

R
Total Users Al - Failed Logins
6 cl Trusted Origins O

= On the new screen, Click on the Create Token button and enter a name for the
tfoken

Create Token

What do you want your token to be named?

YouAttest

Create Token Cancel
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Copy the Token generated on the next screen and save it in a secure place

ul 1
Create Token .

X
o

Token created successfully! fii ¢
Please make a note of this token as it will be the only time that you will be able to view it. 2:2
After this, it will be stored as a hash for your protection.

Copy to clipboard I
Token Value

==

Step 2: Adding Okta API token in YouAfttest
» Login to your YouAttest account
= Go to APl Integrations > APl Add in the left navigation

IATTEST

22 Dashboard

Ll Campaigns

¥ API Integrations

API Integrations

—

API Add

(¢ My Account

On the next screen, you will be presented with the following fields
o Friendly Name

» YouAttest allows integrations with multiple Okta tenants. Friendly
name helps you identify okta tenants elsewhere in YouAttest
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platform. You may enter any name that you prefer for the API
infegration
o Okta URL
» Enter the URL of your Okta tenant in this field
o APIKey
» Paste the APl key generated in step 1 in this field
o Enable Single Sign-on
» Check this box if you wish to enable Single Sign-on for this Okta
tenant. This feature will be explained in the subsequent section.

Add a New OKTA Integration

Friendly Name:

Okta New

Okta Url:

https://dev-941062.oktapreview.com

API Key:

00000000000000000000000000000000000000C @

Enable Single Signon : [

» Provide all the details and hit Save. At this point, YouAttest will make a call to
the provided URL with the API token and verify the integration. A success
message will be displayed if the test passes otherwise the error message will
be displayed.
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Enabling Single Sign On with Okta
YouAttest allows users to enable single sign-on so the Administrators and Reviewers can
log on using their organizational credentials.

Enabling Single sign on in YouAttest is a two-step process. The first step required is to
create an app inside your okta tenant and then enabling SSO inside YouAttest by
adding Client ID for that specific app.

The following sections explain these two steps in more detail.

Step 1: Creating an Application in Okta

» Login to your Okta tenant
» Go to Applications from the top navigation bar

Developer Console ¥ \

{Okta} Dashboard Users Applications Customization Settings

* On the next screen, Click on Add Application button

i22 Applications

STATUS 22 Development app

» Select Single-Page App and hit Next
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#5 Create New Application

O

Platform Settings

An application in Okta represents an integration with the software you're building.
Choose your platform, and we'll recommend settings on the next step.

B

Single-Page App

Angular, React, etc.

Now Log in fo your YouAttest account to retrieve Login and Logout URLS for
the Okta app. You must already have API integration in place in YouAttest.
Please read the above section if you want to find out how to integrate
YouAttest with Okta.
o Signinto YouAttest
o Click on API Integrations from the left menu
o On the listing page, you will see Callback URLs. This information will be
needed while setting up the app in your Okta tenant so you would
need them handy.

Active Integrations Add New
#  Nameand URL =~ CallBack URLS Single SignOn Action
1 Test Okta Jmyers Login redirect URIs: https://cloudpso.youattest.com/okta Disabled #Edit @ Delete
Access URL: https://dev-941062.oktapreview.com Logout redirect URIs: https://cloudpso.youattest.com/checkorg
2 Okta New Login redirect URIs: https://cloudpso.youattest.com/okta Enabled #Edit @ Delete

Access URL: https://dev-941062.oktapreview.com Logout redirect URIs: https://cloudpso.youattest.com/checkorg

Go back to Your Okta application wizard and add the following information
there

o Name: Could be any name that you want to give to this app

o Login Redirect URIs: Copy and paste this from your YouAttest account
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APPLICATION SETTINGS

Name S——| YouAttest Auth
Base URIs X
Optional

+ Add URI

The domains where your application runs. Trusted Origins will be
created for these URIs, and will be the only domains Okta accepts API
calls from. Docs

Login redirect URIs | https://cloudpsoyouattest.com/okta| X

+ Add URI

Okta will send OAuth authorization response to these URIs. Add your
application’s callback endpoint. Docs

Sl
() Everyone x
Optional b

Users can only sign in to apps that they are assigned to. Group
assignments are easier to manage than individual users.

Grant type allowed Client acting on behalf of a user

D Authorization Code
Implicit

Okta can authorize your native app’s requests with these OAuth 2.0
grant types. Docs

Note: You many leave other default values there. Remove the default value in Base
URIs field.

* Now go into General tab of the newly created app and hit Edit




Sign On Assignments

General Settings Edit

APPLICATION
Application label YouAttest
Application type Single Page App (SPA)

Allowed drantitypes Client acting on behalf of a user

[ ] Authorization Code

[v] Implicit

[«/] Allow ID Token with implicit grant type

|| Allow Access Token with implicit grant type

Copy & Paste the Logout Redirect URIs from YouAttest into this field

LOGIN

Login redirect URIs @ https://cloudpso.youattest.com/okta X ‘
+ Add URI

Logout redirect URIs @ / https://cloudpso.youattest.com/checkorg X ‘
+ Add URI

Login initiated by App Only v

Initiate login URI https://cloudpso.youattest.com/okta

Hit Save
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Now copy the Client ID from the same tab by clicking on Copy to Clipboard

Client Credentials

Copy to clipboard

Client ID 0oam3yvfmcEw93Z5S0h7 ke

Client authentication ®) Use PKCE (for public clients)

The application setup is complete at this point.

Step 2: Enabling SSO in YouAttest
Now that the application is configured in your okta tenant, the next step is to enter that
Client ID in YouAttest.

Go to APl Integrations
Click on the Edit button against the APl integration you want to enable SSO

on

Active Integrations Add New
#  Name and URL CallBack URLs Single SignOn Action
1 Test Okta Jmyers Login redirect URIs: https://cloudpso.youattest.com/okta Disabled # Edit 1 Delete
Access URL: https://dev-941062.oktapreview.com Logout redirect URIs: https://cloudpso.youattest.com/checkorg

2 Okta New Login redirect URIs: https://cloudpso.youattest.com/okta Disabled & Edit @ Delete
Access URL: https://dev-941062.oktapreview.com Logout redirect URIs: https://cloudpso.youattest.com/checkorg

Check the Enable Single Signon checkbox and paste Client ID that you
copied from your Okta app in this field.
Hit Save Changes
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Update OKTA Integration

Friendly Name:

Okta New

Okta URL

https://dev-941062.oktapreview.com

Okta Key

000000000000000000000000000000000000000000

Enable Single Signon :

—"

Client ID

= Now log out from YouAttest and login again.
* You should be redirected to your Okta instance for logon

Note: You should log in to Okta using the same email address that you are using in
YouAttest.




