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Overview
Importing Service Accounts into your Okta tenant allows you to review group assignments for
these accounts.  One of the necessary security steps when using Okta and YouAttest to review
your Service Accounts is to restrict authentication attempts using these accounts.  This
document outlines the required steps to ensure these accounts are properly restricted.

1. Import Service Accounts in Okta

In order for YouAttest to fully account for all Active Directory accounts you must first import
these accounts into Okta.  Normally Okta requires First Name, Last Name, Account Name as
well as Email.  By modifying these attributes and marking them as not required we can allow
Okta to import these accounts and fully report on them within YouAttest.

NOTE-It is recommended that you leave these accounts as ‘Staged’ and do not activate them.
There isn’t a reason a service account should log into Okta.  Currently this method works if you
are using UPN for login name into Okta.  If you have email selected you will likely have to add
email values to your service accounts.

A. Modify Okta User Profile
Navigate to Directory/Profile Editor and modify the Okta User Profile.
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B. Modify First Name and Last Name
Modify First Name and Last Name unselecting Attribute Required for each attribute.

C. Modify AD Profile
While in the Profile Editor also modify the profile for your Active Directory profile
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D. Unselect Attribute Required
Unselect Attribute Required for mail, givenName and sn
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E.  Run a AD Import
Run an Active Directory import and you should now be able to import service accounts
into Okta
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2. Disable Access from Service Accounts in Okta
Service accounts are being imported for audit purposes only and therefore customers may not
want them to be used elsewhere in Okta for logging in to the applications. By adding them to a
group with denied policy means these accounts will be available inside okta but they won't be
able to login.

A. Create an Okta group

Now that accounts are available inside Okta, the next step is to assign your domain service
accounts to the Service Accounts group for easy management. We have used the word
‘service’ here which looks at the login names of your Okta tenant, you will have to run some
tests to find the SpEL expression that works best for your environment. Make sure to activate
the rule.

----------------------------------------------------------------------------------------------------------------------------
YouAttest™ 6 support@youattest.com

https://youattest.com
mailto:support@youattest.com


----------------------------------------------------------------------------------------------------------------------------
YouAttest™ 7 support@youattest.com

https://youattest.com
mailto:support@youattest.com


B. Create an Authentication Policy

Once you have the dynamic group for service accounts we need to create an Authentication
policy that denies access to this group.
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On the next screen, we will create the ‘deny’ rule as shown hereunder.
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C. Prioritize the New Policy
Finally make sure the new policy is number 1 in the rule list. To do that, simply drag and drop
the policy to the top as shown below
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3. Verification of Service Accounts in YouAttest:
When running an audit you will need a full and complete accounting of accounts within certain
groups (Active Directory or other).

A.  Run a Group Campaign
After importing Service accounts in Okta, the next step is to create an Audit campaign in
Youttest.

To do that:

● Log in to you YouAttest account on https://console.youattest.com
● Go to Auto Audits >  Group Audits

B.  Create New Audit
● Click on “Create New Audit” button to create a new campaign for the services group
● Provide your audit details and hit “Next”
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C. Search for Service Account Group
● On the next screen, search the newly created group in Okta by the name of  “Service

Accounts” (or whatever name you have selected for your group)
● Hit “Done” to complete the wizard and create the audit
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D. Run the Audit
● Once the audit has been created, you will now be able to run the audit for service

accounts
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