YOUATTEST INTEGRATION
AND REVIEW GUIDE FOR
JUMPCLOUD

Step-By-Step Walk Thru

Detail
Use this guide for starting your identity audits of your JumpCloud Open Directory Platform
solution. YouAttest provides GUI based Identity Access Reviews
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YouAttest Integration and a Group Access Review
w/ JumpCloud Guide

JumpCloud Admin View/Actions: 2
1. Obtain the API key from JumpCloud IDAAS instance 2
2. Input your JumpCloud API key into the YouAttest tenant. 2
3.  You can now see that the integration is complete - and that YouAttest is now connected to
your JumpCloud IDAAS tenant. 3
4. This is the view of your groups via the JumpCloud IDAAS tenant. (Just to show what the
JumpCloud identity groups are) 3
5. JumpCloud: Showing the Users INSIDE the JumpCloud identity groups. 4
6. Now let's get started w/ a YouAttest Audit! We will have a YouAttest admin creating an
attestation campaign (an identity audit) of the JumpCloud IDAAS instance. 4
7. Important! This is where you get to select a JumpCloud identity group to be audited. 5

8. Thisis the JumpCloud identity groups - but seen through the YouAttest console. A
YouAttest risk manager can determine which group(s) need to be audited. 5

9. This is still the YouAttest admin — he is determining which groups need to be reviewed and

who the delegation is to be sent out for review 6
10. The Admin decides to delegate/assign a user to a Reviewer. 6
Review Actions (E.G. Manager) 7
11. The Reviewer receives an email alert upon delegation along with the link to the
attestation campaign. 7
12. Once inside the campaign, the reviewer can certify/revoke or further delegate. 7
YouAttest Admin View/Actions: 8
13. The Admin, upon completion of the access review, can execute the actions inside
JumpCloud from within the YouAttest console by pressing the Execute button. 8
14. Inside the JumpCloud group, the user whose access has been revoked, will show as Not-
Bound to that group unlike others that have been certified. 8
15. Final report can be downloaded in pdf or csv format from YouAttest. 9
16. Example of downloaded CSV report of the JumpCloud Identity Audit 9
17. Example of downloaded PDF report of the JumpCloud Identity Audit 10
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JumpCloud Admin View/Actions:

1. Obtain the API key from JumpCloud IDAAS instance

- Jump +

«™ jumpcloud User Groups @ - 0 Alerts 0 Resources @ Support .

API Key

=l 2 delete
625d5fchd8ac7ca2d5501970fc55c7de4919ecea filter by S

wordless Sudo

Generating a new API key will revoke access to the current API key. This will render
all calls using the previous APl key inaccessible.

2. Input your JumpCloud API key into the YouAttest tenant.

o team com,

Update JUMPCLOUD Integration

Friendly Name:
First jumplcloud
JUMPCLOUD Urk:
tipsiiconsole jumpdloud com
JaPi Key]

625d5fcbdBac7cald! 970fc55c7ded919eeea L2

= [ save Changes
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3. You can now see that the integration is complete - and that YouAttest is now
connected to your JumpCloud IDAAS tenant.

-

] +

o View

tegrations

@ APl Integrations

Active Integrations

# Name and URL

CallBack URLs Single SignOn Action
1 First jumplcloud o
@, APIIntegrations Access URL: nitps/consale jumnpcioud com Login redirect URIS: Mitps:i/nsial y
AP ions

Disable o
Logout redirect URIs: I « ny

This is the view of your groups via the JumpCloud IDAAS tenant. (Just to show what
the JumpCloud identity groups are)

o« jumpcloud User Groups @

Global Admin/Sude Global Passwardless Suda

Test Group
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«™ jumpcloud User Groups ©

Type g Developer Group
m t
m 1

6. Now let's get started w/ a YouAttest Audit! We will have a YouAttest admin creating
an attestation campaign (an identity audit) of the JumpCloud IDAAS instance.

1GA % | e JumpCloud Admin Rorta x  +

YOUATTEST

ts Add Group Audits
B Auto Audits

Add a New Audit

© ruai

Create Audit

App Audit

User Audit

HmovwEse

YOUATTEST

5. JumpCloud: Showing the Users INSIDE the JumpCloud identity groups.

X
Details Users Device Groups Applications RADIUS  Directories
Membership suggestions v
Developer Group hai the following members:
3 w bound 3
User State Name = Email
Active Sal. Achar ba
Suspended Tast. Tiok tpk
) test, Thpk ipk@mn
o L

© it croues

Run Audit by JUMPCLOUD/Ad Groups and their users

Select API Source*

First jumplcloud ~

Audit Name*

Test Demo Audit

Due On*

&) 0572022
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7. Important! This is where you get to select a JumpCloud identity group to be audited.

YOUATTEST

ichits | Add Group Audits

Add a New Audit

© ruare

Select Group:

[ Csv Audits < l Search grqyps here by name & click to add in list

Show 10 v Search:

Profile Name Object Type Due Date Last Updated Actions

i

import Type: & AllUsers  Active Users InActive Users

mmovEoe

8. This is the JumpCloud identity groups - but seen through the YouAttest console. A
YouAttest risk manager can determine which group(s) need to be audited.

Youhttest - Cloud IGA X e JumpClo Prtal x +

CYTCIUCICRN =~ Dcveloper Group (Test description

Group Audits
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9. This is still the YouAttest admin — he is determining which groups need to be
reviewed and who the delegation is to be sent out for review

i View

ts * Add Group Audits

YOUATTEST

Add a New Audit

°Aud|( oAudlr Groups

[@ Auto Audits

Create Audit

Select Group:
I Search groups here by name & click to add

Show 10 Search:

: Profile Name Object Type Due Date Last Updated
iser_group May 28, 2022

May 28, 2022

Note: Enter

import Type: & All Users

Group Audit Name: Group Test

Start Date

Y PR r— FRIE e — Eni s

Delogated Actlans Object Action / Revlowsr Raviawed on Status Action
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Review Actions (E.G. Manager)

11. The Reviewer receives an email alert upon delegation along with the link to the
attestation campaign.

Delegation email Inbox & 2
noreply@youattest.com 7:44PM (1 hourago) 1¥ € :
tome =

Greetings Kashif Mehmood,

This is a system-generated invitation to the YouAttest Review Portal in connection with your
participation on test 12.

To submit your written reviews electronically, please log on with a valid username and password.
You may also click on the link provided below.

test 12

If you have questions or encounter problems performing access review, please contact your
ServiceDesk.

Thank you for your time and effort.

Sincerely,
YouAttest

12. Once inside the campaign, the reviewer can certify/revoke or further delegate.

IATTEST =

Group Audit Name: test 12

ts ' Detail

@ Auto Audits

Start Date

Group Audits

User Name Delegated Actions Object/ Action / Reviewer Reviewed On Status Action

tfpkrev 2
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YouAttest Admin View/Actions:
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13. The Admin, upon completion of the access review, can execute the actions inside
JumpCloud from within the YouAttest console by pressing the Execute button.

Group Audits

e Group Audits

Active Group Audits

ORefreshList  Sear
show 10 «
[ Audit Nama Dua Date Assignad Reviewers
Group Test
Cranted wti o, 18 Aar 2032 1ER04 GMT

Wser Selection Percentage 4 %

Total Unique Usars

Users Raviewad

Wwelcome, tiok admin! =

Create n=w sudit

Frogress Actigns
) q LB R
— \e=m

14. Inside the JumpCloud group, the user whose access has been revoked, will show as
Not-Bound to that group unlike others that have been certified.

Details Device Groups  Applications RADIUS  Directories

Membership suggestions A

Inform group membership by setting relevant attribute value conditions for users of this group. View st

D Email me when membership updates are available

Developer Group

Add Condition +

Developer Group has the following members:

= User State Name &
Active
g [ Suspended ;r‘—"'—f"—"
Hpkrev
Active test, Thpk
tipktest

Email

azhar.abbas37@gmail.com

tfpkrev@mailinator.com

tipk@mailinator.com

15 10 review rec

hip updates.

2 of 3 users bound | (J show bound users (2)
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15. Final report can be downloaded in pdf or csv format from YouAttest.

Group Audit Name: Group Test

Home ¢ Group Audits ¢ Detail
[ Ao Audits
0t Azpn 2 okl U Shart Lt o 18 Agr 2022 15,0828 B
27 = B Tasat Pansing S S D Tue T8 Apr 20727
shaw =1 ¥ select Actio b
Group Nama Delegated Actions Objects Action / Rovicwer Reviawad On Status

armara ar Fga
mait armara’ e

oW View " Comments | i Share

25 Wrap Text

. B )
Group Na| User Named Delegated Object/ Ar Reviewed Statush  ActionA
Test Grou tpkrevEmail: tpkrev@mailinator.cc To: tipk ar Revoked  #E####84 1008 | Re Completed
Test Grou azharsial 37Email: azhar.abbasi?@gmail.com R Certified #idtiid  100% ( Ce Completed
Developer tipkrevEmail: tipkrev@mailinator.com Role: Ny Certified  #R88#8R4 1003 ( Ce Completed
Develope: HpktestEmail: tipk@mailinator.com Role: NfA Certified  #ESHtls  100% [ Ce Completed
Developer azharsial 37Email: azhar.abbas37@gmail.com R Certified #F####E4  100% ( Ce Completed
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17. Example of downloaded PDF report of the JumpCloud Identity Audit

5c2fdc9a-Ibfe-41de-0b42-debbi7- X @ Jump nin Portal

QO & blobhttpy/nsialteamforcepk.com/5c2fdc fe-41de-9b42-debf732e33

— 4+ Automatic Z

Object/ Action /

Reviewed On Status Action
Reviewer

Group Name User Name

thpkrev

Revoked [tfpk

100%
05-03 21:22:34

Certified [Azhar Slal] 2022-05-03 21:22:3

Certified [Azhar Sial] 2022-05-03
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