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Declaration 
 

Information contained within this document may be subject to change, based on new 

changes incorporated in YouAttest platform or Tenant platform. In the event of a 

change, a newer version of this document will be drafted and disseminated. 
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Enabling Azure API Integration 
 

YouAttest is fully integrated with Azure. Integration is a multi-step process wherein the first 

step is to retrieve API tokens/IDs from your Azure tenant and grant API Permissions to the 

newly created App in Azure.  The second step is to place that information into YouAttest 

for integration.  The third step is to enable SSO in Azure.  
 

The following sections explain these three steps in more detail. 

 
 

Step 1: Getting API Tokens from Azure 

▪ Log in to your Azure tenant. 

▪ Expand Navigation panel. 

▪ Select Azure Active Directory. 

 

 

 

 

 

▪ Select APP registrations > + New registration from top. 
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Register an application drawer appears. 

 

▪ Enter display name you want for your Application in the Name field. 

▪ Select Single Tenant supported account type. 

▪ Select required platform and Enter URL. 
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▪ Click Register 
 
 

Application screen appears. 
 
 

 
 
 

▪ Get/Copy Application (Client) ID 

▪ Get/Copy Directory (Tenant) ID 

▪ Click on Client Credentials: Add a certificate or secret  

 

 

Certificates & secret screen appears: 
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▪ Click + New client secret  

Register an application drawer appears. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

▪ Add Description 

▪ Add Expiration period  

▪ Click Add 

 
New client secret shall be added with a value key showing in a row. 
 
 

 
 
 
▪ Get/Copy the Value. 
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Granting API Permissions in Azure 

▪ Go to your created Application, click on API permissions. 

 

 

▪ Click + Add a permission 

Request API permissions drawer screen appears: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

▪ Select Microsoft Graph under Microsoft APIs 
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▪ Select Application permissions  

▪ A list appears with multiple permission sets 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The following permissions are to be configured: 

o Application 

o Directory 

o Group 

o Users 

o Select  

▪ Select the permissions from the  

available checkbox options. 
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▪ API Permissions screen shall show the list of granted permissions. 
▪ Permissions would take effect after clicking Grant admin consent for [your Account]. 

 

Step 2: Adding API tokens in YouAttest 

▪ Log in to your YouAttest account 

▪ Go to API Integration 

▪ Click Add Api 

 

▪ Fill in the following fields: 

o Friendly Name 

▪ YouAttest allows integrations with multiple Azure tenants.  A friendly 

name helps you identify Azure tenants elsewhere in the YouAttest 

platform. You may enter any name that you prefer for the API 

integration. 

o Tenant ID 

▪ Enter the Directory (Tenant) ID generated from Azure AD in Step 1. 

o Client ID 

▪ Enter the Application (Client) ID generated from Azure AD in Step 1. 

o Client Secrets 

▪ Enter the Application (Client) ID generated from Azure AD in Step 1. 
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Step 3: Enabling Single Sign-on (SSO) in Azure 

▪ Go to your Azure tenant 

▪ Go to Enterprise applications 

▪ Select All Applications 

▪ Click + New application 

 

 

 

Browse Azure AD Gallery screen appears: 

 

 

 

▪ Click + Create your own application in Azure AD Gallery 
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Create your own application drawer screen appears: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

▪ Give Name to the app and select Integrate any other application you don’t find in the 

gallery (Non-gallery) from 3 available options.   

 

Newly created application screen appears: 

 

▪ Select Single sign-on 
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Single sign-on screen appears: 

 

 

▪ Select SAML.  

 

 

SAML-based Sign-on screen appears: 

 

 

 

▪ Click Edit   

▪ Enter appropriate URL / information in the drawer screen that appears on your 

YouAttest API Integration page – See Below 
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▪ Under SAML Signing Certificate Copy App Federation Metadata URL and Paste it in 

your browser. 
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▪ Grab X509 certificate. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

▪ Go to the API integration in YouAttest and paste 
the copied X509 key in the textbox under Enable 
Single Sign-on.  

 


