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Declaration

Information contained within this document may be subject to change, based on new
changes incorporated in YouAttest platform. In the event of a change, a newer version
of this document will be drafted and disseminated.
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Enabling Okta API Intfegration

YouAttest is fully intfegrated with Okta and the intfegration process is pretty
straightforward as well. It is a two-step process wherein the first step is to retrieve an API
token from your Okta tenant and the second step is to put that information in YouAttest.

The following sections explain these two steps in more detail.

Step 1: Getting APl Token from Okta

» Login to your Okta tenant
= Click on API menu > Tokens>Create Token

Create Token

What du pou want your toien to be nared?

= On the new screen, Click on the Create Token button and enter a name for the

token
» Copy the Token generated on the next screen and save it in a secure place
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Create Token

Token created successfully!

Flease make a note of this token as it will be the only time that you will be able 1o view it
After this, it will be stored as a hash for your protection.

Token Value

Step 2: Adding Okta API token in YouAttest
» Login to your YouAttest account
= Go to APl Integrations > APl Add in the left navigation

VOUATTEST

& Dashboard

Campaigns

APl Integrations

APl Integr

API Add

[# My Account

» On the next screen, you will be presented with the following fields
o Friendly Name
» YouAttest allows integrations with multiple Okta tenants. Friendly
name helps you identify okta tenants elsewhere in YouAttest
platform. You may enter any name that you prefer for the API
integration
o Okta URL
» Enter the URL of your Okta tenant in this field
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» Paste the APl key generated in step 1 in this field
o Enable Single Sign-on
» Check this box if you wish to enable Single Sign-on for this Okta
tenant. This feature will be explained in the subsequent section.

Add a New OKTA Integration

Friendly Name:

Okta New

Okta Url:

https://dev-941062.cktapreview.com

API Key:

..................O..............O.....| @

Enable Single Signon : []

Save

» Provide all the details and hit Save. At this point, YouAttest will make a call to
the provided URL with the API token and verify the integration. A success
message will be displayed if the test passes otherwise the error message will
be displayed.
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Enabling Single Sign On with Okta using Open ID Connect

YouAttest allows users to enable single sign-on using OIDC so the Administrators and
Reviewers can log on using their organizational credentials.

Enabling Single sign on in YouAttest is a two-step process. The first step required is to
create an app inside your okta tenant and then enabling SSO inside YouAttest by
adding Client ID for that specific app.

The following sections explain these two steps in more detail.
Step 1: Creating an Application in Okta

» Login to your Okta tenant
» Go to Applications from the top navigation bar

okta

Dashhoard ™
Dashboard
Tasks
MNotifications

Getting Started

Directory bt
Customizations bt
Applications ~

Applications

Self Sarvice

Security A




YOU ATTEST

* On the next screen, Click on Add Application button

22z Applications

£3 Add Application /

Q Ei?afclﬁ

STATUS Development app

» Select Single-Page App and hit Next

5 Create New Application

O

Platform Settings

An application in Okta represents an integration with the software you're building.
Choose your platform, and we'll recommend settings on the next step.

B

Single-Page App

Angular, React, etc.

* Now Log in fo your YouAttest account to retrieve Login and Logout URLS for
the Okta app. You must already have APl integration in place in YouAttest.
Please read the above section if you want to find out how to integrate
YouAttest with Okta.

o Signinto YouAttest
o Click on API Integrations from the left menu
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o On the listing page, you will see Callback URLs. This information will be
needed while setting up the app in your Okta tenant so you would

need them handy.

Active Inlegrations

~ CallBack URLs

#  MName and URL

1 Test Okta Jmyers
Access URL: hilpe:fded-2497 062 okl aprevies.cun

2 Okta New
Acoass WRL: hitos:idev-247 062 oktsrayien com

Login redirect URLs: |
Logout vedirect URKs: hig::

Login redirect URES: WLos: cloudpso o0 aest comsokie
Lagout redirect UREs: Lls: e dpsn yoodlest con i eckury

Single SignOn Action
Disabled # il @ Dol
ok Enabled AEct W Delete
S CATRTLCOMcheckarg

Go back to Your Okta application wizard and add the following information

there

o Name: Could be any name that you want to give to this app
o Login Redirect URIs: Copy and paste this from your YouAttest account

APPLICATION SETTINGS

Name —] Voudttest Auth

Base URIs

Optional

+ Add URI

Login redirect URIs

hilpsfcloudpseyouallesl comdo kLﬂ

+ Add URI

Okla will send QAU

cation's c

Group assignments

Optional

|° Everyone =
u

Grant type allowed Cllent acting an behalf of a user

[] Authorization Code

@ Implicit

gram 5. Docs

L. Docs

ion response Lo these UREs, Add your

authorize your native app's requests with these OAuth 2.0
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Note: You many leave other default values there. Remove the default value in Base
URIs field.

* Now go into General tab of the newly created app and hit Edit

General Sign On Assignments

General Settings Edit

APPLICATION
Application label Youhttest
Application type Single Page App (SPA)

Allawed arant types Client acting on behalf of a user

Authorization Code

|+ Implicit

/| Allow ID Token with implicit grant type

/| Allow Access Token with implicit grant type

» Copy & Paste the Logout Redirect URIs from YouAttest into this field

LOGIN

Login redirect URIs & hitps:fcloudpsoyouattest.com/okta *
=+ Add URI

Logout redirect URIs @ _’—_——0 hitps:fcloudpsoyauattest.com/checkorg *
-+ Add URI

Login initiated by App Only v

Initiate login URI https:/fcloudpsoyouattest.com/okta

Save Cancel

= Hit Save

10
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* Now copy the Client ID from the same tab by clicking on Copy to Clipboard

Client Credentials

Copy to clipboard

Client ID 0oam3yvimcEw93Z5S0h7 £

Client authentication ® Use PKCE (for public clients)

The application setup is complete aft this point.

Step 2: Enabling OIDC SSO in YouAttest
Now that the application is configured in your okta tenant, the next step is to enter that
Client ID in YouAttest.

» Go to APl Integrations
» Click on the Edit button against the API infegration you want to enable SSO
on
Active Integrations m
#  MName and URL CallBack URLs Single Signon Actlen
1 Test Okta Jmyers ) Login rcdirf::l:'IJRIs: il e ot e Disabled #Edit | tiDelete
2 Okta New ) _ ) Login mllr.ecr\.llls: ) okta Disabled B Delete
» Check the Enable Single Signon checkbox and paste Client ID that you
copied from your Okta app in this field.
n

Hit Save Changes

11
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Update OKTA Integration

Friendly Name:

Okta New

Okta URL

https://dev-941062. cktapreview.com

Okta Key

Enable Single Signon :

"

Client ID

Save changes

= Now log out from YouAttest and login again.
* You should be redirected to your Okta instance for logon

Note: You should log in to Okta using the same email address that you are using in
YouAttest.

12




YOU ATTEST

Enabling Single Sign On with Okta using SAML

YouAttest allows users to enable single sign-on using SAML so the Administrators and
Reviewers can log on using their organizational credentials.

Enabling Single sign on in YouAttest using SAML is a two-step process. The first step
required is fo create an app inside your okta tenant and then enabling SSO inside
YouAttest by adding SAML Entity ID for that specific app.

Step 1:
o Go to Applications from the sidebar menu

okta Q search...
Dashboard b
Directary 5 i Applications

Developer Edition provides ali

Applications ~ Deactivate unused apps or chack out our plans page. C
Applications
—_— Browse App Catalog
Self Service

Security ~

Workflow w

STATUS ©3
Reports ~ ACTIVE

INACTIVE o @
Settings L

e On the next screen, Click on Browse App Catalog button

13
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i Applications

Developer Edition provides a limited number of apps.

Deactivate unused apps or check out our plans pags. Contact us to find a plan that is right for your organization.

Browsae App Catalog Assign Users to App More -

Search

Default Cloudpso

STATUS
Clignt 10: Ooact1gjtBjTno3sD4=G

ACTIVE &

INACTIVE o @ Okta Admin Console

Okia Browser Plugin

Okta Dashboard

Search for the desired App and Add it.

7 Browse App Integration Catalog

YOU ATTEST

@ Help

CATEGORIES
All Integrations 7298 JolErest X
Analytics er77
Apps for Good 17 INTEGRATIONS
Collaboration and Productivity 1351 YouAttest
Developer Tools 645
Chatter
Directories and HR Systems 393
Data Privacy and Consent 1 xMatters
Management Patternry

YouAttest
YOUATTEST Overview  Capabities

Overview

Categories

Security

Capabilities
SAML

Support
B support@youattest.com

Last updated
2019-11-06T15:18:09

Cloud based IGA engine built from the ground up to provide simple governance and SOX audit capabilities for Okta
“ déplayments.
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VOUATTEST

You may add label if you like.

= Add YouAttest

o General Settings

General Settings - Required

General settings

Application [abel YouAttest (2) All fields are required ta add this

application unless marked optional.
This label displays under the app on your home page

Application Visibility Do not display application icon to users

Do not display application icon in the Okta Mobile App

cancel
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YouAttest (2)

T | [

App Settings
Application jabel

Application visibitity

Autc-iaunch
Application notes for end ussrs

Application notes for admina

VPN Notification

VPN Reguired Motification

App Embed Link

Embed Link

Import Assignments

Edit
YouAttest (2}
Do not display application kkon to users
Do mot dizplay application scon in the Oita Mobile app
Avto-taunch the app when usarsigns into Dita.
Edit

Dizabled

You can wss the URL below to sign into Youlttsst from a portal or other location outside of Okia

https:/fdav-27542592 okta com/home/youattest/DoadiphyzaldM AgtSSdT/ain ysej2abm3hiC 144

Application Login Page

If eomeane who is not awthenticated attempts to accees this appfication, thay will be redirectedtoa

defaglt login page or ona that can be customizsd. An appfication level setting will override default URL

sattings and AP routing rutes for this app.

-

) Use the default organizaticn iogin page.

Us= a custom login pages for this apphcation

Application Access Error Page

YOU ATTEST

General Settings

All figlds are required unless marked
optional. Some fields may no longer be
sditable.

Meed provisioning for this app?

Okita doesn’t provide user
provisioning for this app yat, bt it
can be added with on-premises
orovisioning:

Contact your Odcka sales
representative to ensble support.

Learn mora
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Edit as below and save. We will add Entity ID in later step at the end of the URL shown
below.

Application Login Page

If someons who is not asthenticated attempts to access this apph

eattings and IdF routing rules for thiz app

Use the gefault organzation logn page

O Use a custom login page for this application.

Login page URL /

https:fisamil yousttest com/saml/zso/

e Click on Sign On tab, and Identity Provider metadata to retrieve the Entity ID from
the XML source.

YouAttest (2)

VOUATTEST Tei=] [#] 0 )
Active ¥ - View Logs Monitor Imports

General Sign On Mobile Import Assignments

Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials foran
application. Seme sign-on methods require additional configuration in the 3 party application.
Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay Stats

Disable Force

Authentication

SAML 2.0 is not configured until you complete the setup instructions.

[ View Setup Instructions

l Identity Provider metadatalas available if this application supports dynamic configuration.

17
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This XMI. file does not appear to have any style information associated with it. The document tree is shown helow.

G

—<md:EntityDescriptor entityID="hup:www.okta.comipxkoSadk03AAYhdRs0h 7]

—md:IDPSS0Deseriptor WantAuthnRequestsSigned="fals¢" protocolSupportEnumeration="urn:oasis:names:te: SAML:2.0:protocol "=

<md:KeyDeseriptor use"signing">
—=ds: KeyInfo
—=ds: X509Data>
<ds: X509 Certificate=

MIDPpDCC Aoy AwBAEIGAW XY OTKMMADGCSqGSThIDQERCwW UAMIGEMQswCOY DVQOQGEWIVUZETMBEG
ANUECAWKQ2ZFsaWZvem3pY TEWMBOQGA UL Bww NUZFulEZy YW 5jaXNibeINMAsGATURCgwET20Y TEU

Go to General Tab > App Embeded Link>Application Login Page section and hit
Edit button

Append the Entity ID of the new SAML app at the end of the Login page URL

Application Login Page
If someone who is not authenticated attempts to access this application, they will be redirected to a

default login page or one that can be customized. An application level setting will override default URL

settings and IdP routing rules for this app.

Use the default organization login page.
© Use a custom login page for this application.

Login page URL

https://samlyouattest.com/samli/ssofexk3iphyz2UVkBBhvEd7

Application Access Error Page

If someone who is not assigned to the application attempts to use an embed link, they will be redirected
to a default error page or one that can be customized. An application level setting will override default

URL settings.

© Use the error page setting on the global settings page

Use a custom error page for this application

Hit Save
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NOTE: The SAML app setup is complete at this point. You now must assign users who will
be using this app for SSO in YouAttest to this new app.

Step 2: Enabling SAML SSO in YouAttest
Now that the application is configured in your okta tenant, the next step is to enter that
Entity ID in YOuAttest.

= Go to API Integrations
» Click on the Edit button against the APl integration you want to enable SSO
on

Active Integrations

#  MName and URL CallBack URLs Single Signon Actlen

1 Test Okta Jmyers Login redirect URIs: fipes:tdoudpe. pe Disabled FEdit | T Delete
Access UR 103 i Logout i

2 Okta New Login redirect URIs: 7, Disabled B Delete
Aeccess LRL: bl e 84126200 e Logout redirect URls: fipe

» Check the Enable Single Signon checkbox, select SAML option and paste the
Entity ID that you copied from the XML of your Okta app in this field.
» Hit Save Changes

Update OKTA Integration

Friendly Name:
okta many users

Okta URL
https://dev-721121.oktapreview.com

Okta Key

Enable Single Signon :
OpenID: 2 SAML : ®

SAML Entity ID:

exkosgdak03AAYhaRsONT

Close Save changes

19
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= Now log out from YouAttest and login again using the company name used
while registering the account.
* You should be redirected to your Okta instance for logon using SAML

Note: You should log in to Okta using the same email address that you are using in
YouAttest.

You'll see YouAttest dashboard; one view for all your audits/attestation campaigns.

IATTEST

e

Let’s say you want to run an app audit that will pull information on applications and
their users from OKTA tenant;

IATTEST &

dits | Add Application Audits
@ Auto Audits

Create Audit PO AN Al

. P
o Audit l"_‘?; A

Run Audit by applications and their users

Select AP| Source®

o seiect Source vaiue

Group Audit Audit Name*
» Enter a name for ye
(&3]
o Due On*
User Audit
s n]

20
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You may select multiple apps to run audit for. The percentage box at the bottom lets
you enter a value from 1 to 99 if you would like YouAttest to randomly select that
percentage of users for each selected app. Leave blank if you want to create a

campaign for ALL users.

LATTEST © i

[ Auto Audits X Select apps for your campaign

Create Audit

Show| 10

— ] costam

Application Name Creation Date

o.\\udiLApps

Once an audit is created it will show up on your App Audit Listings page in YouAttest;

21




LATTEST

) Auto Audits

Application Audits

ne Application Audits

Active App Audits

L+

Show ¥

Audit Name Due Date Assigned Reviewers

demo for FR
Crwartnd ae: Weed, 08 Dec 2001 212520 GT

ser Selection Percentage: 100

s Saluction Parcantage 50

Dema for Foregerack

Created o

tal Unique Users Users Reviewed

YOU ATTEST

Progress Actions

0 REFvE

The campaign will show users having access to selected app(s) where a

reviewer/auditor may decide to certify/revoke or delegate out to someone in the org
fo review and it will come back with info such as what was the action taken, by whom
and at what time.

IATTEST

[ Auto Audits

App Audit Name: demeo for FR

ts | Detail

b e

T Tasa Faiened A Taskin Farding P

Show v vl oaony O

] ap:licatia_serhame Delegated Actions
myersficloudpsa.com IEED
Rela: 4
Tyge: =gt

B 2 Pros a

iy

Jeb Doerigs
Systems ManagerBeompanyABC.com B0
Relet Przjacs b

Avuto-Delegate:

22

Start Date

End Dane.

Object/ Actien / Reviewer

Certified [audt user]

Revoked [aucit user]

Reviewed On Status Action
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The “auto-delegate” picks up the user's manager from profile and pushes out emails to
the respective managers saying they have to participate in an access review
campaign for certain users assigned to them. Or an admin can delegate out to
multiple individual reviewers or groups for attestation.

IATTEST

Shaw v SelectAction ¥ ApD

Application Name User Nam i Delegated Actions Object/ Action / Reviewer Reviewed On Status Actien

jmyersfcloudpsa.com Ll ]
Application Audits Sl A
Typa: idwicua

Prafile:

Certified [audit user!

Lser Manag

o Titiee 2a:

U Staes

b Deeripthen: Show Daserina

Systems Manager@eompanyABC.com &2
Rk Prejact Admin
ke Prsject 2 m

JULATTEST

) uto Audit S - ; : : z
B uto Audis Apglication Name User Name Delegated Actions Object Action | Reviewer Reviewed On status Artion

jmyers@caudpse.com nld gl
Application Audits Rele: &

Certified [sudit uss:

B
[
Joa
[

I

Multiple Reviewers:

While delegating a campaign out to multiple reviewers or a reviewer group, you may
choose All reviewers or Any reviewer option to complete the attestation by
checking/unchecking the box below.

23




Assign Reviewer(s)

Assign to Reviewer(s) Assign to Reviewer Group

Add Reviewer:

YOU ATTEST

Enter full email address of the reviewer

All Reviewers in the group must Certify/Revoke the delegated users to complete the audit.

unchecked, any reviewer in this group can Certify/Revoke the users to complete the audit

Once the review is complete, all the actions that took place inside YA need to be
Executed to take effect inside Okta as well. Once the review/audit is executed you can
Lock the campaign by marking it as Complete thus making it impossible for anyone to

change anything in that audit.

24
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Application Audits

Application Audits

Active App Audits

Srefesnt.
Show 10 v
# Audit Name Due Date Assigned Reviewers Total Unigue Users Users Reviewed Progress Actions

dema for FR Execute N

Craated at: 3 ' 1 ] 7 mE»vE

100%
Usar Selection Parcantage: 100 % /
Complete

The Report:

Upon completion of the audit, you can simply email the report out in pdf or csv.

Audit Report

Include fallowing Users in the repart:
@l users in this campaign Certified users only Revoked users anly

Show Notes in repart

Send this roport ta:

audit@techgroup.top &

@ Repartin POF Report in €5V

jmyers@cloudpso.com
Role: Admir
Type: indrvidua:
100%
2021-12-08 21:31:08 Completed

Profila: Marager To: kat

Jira o.com Certified [audit
User Manager/Auditor: mmillan@hunterbess com By: sudiz user user]

Job Titte: Saies Manager
{ Cortifind |

User Status: AC
job Description

com

Rale: Project Admin
Type: Indendusl
s Profile: User _ 100%
Jira Revoked [audit user] 2021-12-08 21:31:49 Completed

User Manager/Auditor: sustng@youatest com

Job Title

or

User Stai { Revoked |

Job Description:

PASSWORD_EXPIRED |

ow Description

sher.azam@youattest.com

Role: PMO

100%

Aanages - Certified [audit 2021-12-08 21:31:08 Completed

Jira
Syousttest.com user]

{ Certified |
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