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Introduction

The Basics

What is IAM?

Identity and Access Management (IAM or IdAM), also 
known as Identity Management (IdM), is a framework of 

policies and technologies that ensures that the right users 
(the ones part of the ecosystem connected to or within 
an enterprise) have the appropriate access to technology 
resources. IAM systems fall under the overarching 
umbrellas of IT security and data management. 

Identity and Access Management systems not only identify, 
authenticate, and control access for individuals who will be 
utilizing IT resources but also the hardware and applications 
employees need to access.

IAM addresses the need to ensure appropriate access to 
resources across increasingly heterogeneous technology 
environments and to meet increasingly rigorous compliance 
requirements.

Identity is the key aspect in almost all of the new technologies. 
Devices, applications, cloud resources are available (or not) 
based on identities.

They are the goal of most breaches and the CAUSE of most 
breaches.

What is IGA?

Identity Governance and Administration (IGA) 
enables security administrators to efficiently 
manage user identities and access. IGA  
improves visibility into identities and access 
privileges and greatly assist in the process to 
implement controls to prevent inappropriate  
or risky access.

IGA combines Identity Governance and 
Identity Administration. Identity Governance 
is about visibility, segregation of duties, role 
management, attestation, analytics and 
reporting, while Identity Administration is 
related to account administration, credentials 
administration, user and device provisioning and 
managing entitlements.

The question

How can a small or commercial size enterprise 
start to manage their identities in a way that 
maximizes the functionality available today 
but also minimizes the attacks that come with 
modern, cloud-based identities? 

5 Key Points  For IAM/IGA Security & Compliance - A 2023 Primer   | 3



#1:Point        There are Good  
IAM/IGA Tools Available - in the 
SMB Space

The Verizon Data Breach Report cites that 
over over 60% of hacks are credential-based. 

On the other hand, the world of the cloud is opened 
now to all enterprises based on just an identity: SaaS 

(Software as a Service), IAAS (Infrastructure as a Service), 
PAAS (Platform as a Service), just for starters.

So these enterprises should have containers where these 
identities can take advantage of these services, especially 
with the cloud services, in a secure, scalable and repeatable 
manner? 

Yes, they should, but often they do not.

Siloed Resources are the Real Identity Problem

Instead of mature, complete IAM systems - most organizations 
still have what is called SILOED resources and siloed identities 
that live in these siloed resources. (That is, identities NOT 
connected/synchronized with the centralized IAM system.)

Let’s say we have a company called ACME Tile Services.  
They have 22 employees who all need to have access to email, 
scheduling, and payroll. Some have additional apps like 
finance, scheduling and legal. Other users need access to other 
resources such as design, customer fulfillment and inventory 
management apps. Still others need to have access to cloud 
documents such as past and current jobs, payments, invoices, 
legal and other documents.

All of these resources today are cloud apps. 
Which sounds wonderful - but usually means 
that each employee has a separate ID, logon and 
access to these systems.

And each of the cloud resources requires a 
SAAS (Software as a Service) license from the 
vendor. Which may not be terminated when an 
employee leaves the company.

Even ACME Tile’s Identities (and 
Data) Fall Under Regulations and 
Guidances

Finally the identities of these employees and 
customers fall under regulations, such as the 
credit card information of the customers falls 
under PCI-DSS, and the health care of the 
employees falls under HIPAA and HITRUST  
when relevant. 

And for larger jobs the company itself might be 
a provider in a bigger supply chain where the 
B2B partner may expect IT security summaries 
for their own SOC2 or ISO 27001 reports. And if 
the business is part of the US D.o.D.supply chain, 
then the identities and security fall under CMMC 
(Cybersecurity Maturity Model Certification).  
In summary any sized company should expect an 
identity audit if they want to do business with a 
larger firm. 
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All of this sounds complex. Are there IT  
tools available for these IAM execution  
and compliance tasks in the SMB/
Commercial space?

Absolutely. The above scenario of Acme Tile Company 
is NOT unique. 

Almost all enterprises: small private companies, NGOs, 
education and government agencies suffer the same problem. 
The same users have to have access to multiple applications, 
resources - and there should be a way to KNOW who has 
access to what at any time. And… ACME and other small/
medium sized companies must have “evidence” to report that 
they are doing the proper governance for regulations and to do 
business with larger firms.

To solve the problem of enterprise identities requiring access 
to multiple resources - the security industry created Identity 
and Access Management (IAM) tools. These tools are exactly 
what the name implies - they hold the identity, and supply 
authentication and authorization services to supply access to 
enterprise resources. 

These tools are a HUGE improvement of what existed 20 years 
ago, which was just on-premise tools like LDAP and Microsoft 
Active Directory. Today these IAM tools are mostly cloud based 
and have the enterprise features packaged in a manner most 
SMB and commercial size enterprises can consume. 

These cloud based identity tools are categorized under a term 
called: IDAAS, for “Identity as a Service”. This paper will focus on 

the IDaaS for IAM for maturing companies, since 
the cloud-based design of these solutions lend 
themselves to better value in deployment and 
management for the enterprise.

The base functionality of these IAM/
IDAAS solutions include:

Cloud Identity Store: 

The userID, email, credentials are stored and 
managed in the cloud

SSO: 

Single-Sign On, the ability to log-in once 
and get access to other resources

2-Factor: 

2-Factor authentication like, SMS, PUSH and 
key support, needed for regulated industry 
and resources

Identity Groupings:

Ability to organize the groups by roles. 

Logging: 

Required for security, external audits and 
compliance

The most popular IAM/IDAAS are Microsoft Azure 
AD, Okta, Google, JumpCloud, Ping One and a 
few others.

All of these IAM/IDAAS solutions have the base 
functionality above. 

Point         The State-of-the- 
State of IAM & IGA is Poor

#2:
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The first step is to enter the users 
in the IAM, or in particular, a 
cloud-based IAM/IDAAS system. 
Often these are the users from the 
employee email systems.

T hese users should be assigned an ID, for 
example Tom Mack, might get “tmack” 

associated with tmack@acmetile.com. 
2-Factor is probably best assigned to all users 
now - or probably more relevantly after the 
next step. 

The Key to a Good IAM system  
is Groupings

Having users in a secure IDAAS, even with 
individual IDs, enforced password changes, 
enforced password length and enforced 2-factor 
authentication - is still not enough.

And does NOT meet basic identity security 
guidelines. 

These guidelines are called security frameworks 
in the industry. The most popular framework in 
the US being the NIST Cybersecurity Framework: 
NISTSP 800-535. 

And the security requirements of the larger 
companies that utilize the smaller companies, 
like our ACME Tile Services companies, will send 
out security surveys that will try to ascertain that 
ACME is meeting minimal security practices and 
procedures.

One of the most important checks on ACME Tile 
will be a check to see if ACME is categorizing 
its users into roles or groups for access to key 
resources.

E.G., the case of ACME Tile, the grouping might be:

HR
For personnel who get access to HR data and 
resources

Finance
For personnel who get access to Finance 
resources

Suppliers For identities classified as suppliers

Contractors For identities classified as contractors

Installers For identity classified as installers

Why are Groupings Important?

Identity systems should be organized by groups to allow 3rd 
party applications to be governed for access based on the 
MEMBERSHIP of these groups/roles. 

The proper workflow is:

In this manner enterprises can do what is the most  
important part of identity management - reflect change  
in the organization. JM is the industry term: join, move,  
leave. For example, users are created (join), users change  
role (move) and users are deleted (leave). And this should all be 
handled, in a properly configured IAM system, via the group 
membership.

In a well-managed identity system, deleting a user from all 
groups should suspend their access privileges to all resources, 
even without deleting the user in the IDAAS. 

In this way users are assigned privileges by these roles. This 
holds true for the simplest of IT assignments like email all the 
way to the most modern and advanced IT security mechanisms 
like Secure Access, Service Edge (SASE) and Zero Trust Network 
(ZTN) systems.

Point        Take the FIRST  
Step in Improving Your IAM System

#3:

Assign them 
to groups

Create 
the users

Assign the group privileges  
to the applications and  

the resources
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PHI (Personal Healthcare Information) and PII (Personnel 
Identification Information). For those following CMMC, 
there is also CUI (Controlled Unclassified Information). All 
of these data types are under both security and privacy 
regulations - and the access to these resources are under 
guidances that govern access to this data.

IGA: How Do We Ensure That Identities  
Stay Secure?

This is where identity governance (IGA) comes in. In an IGA 
practice users and roles are reviewed periodically for their 
access.

The frequency of these reviews is based on:

 Privileges of the users

 Industry of the enterprise

 User’s access to valued data (PHI, PII, CUI)

For admins with access to privileged data, these User 
Access Reviews (UARs) are recommended to be monthly. 
General users, contractors and ID’s for suppliers could be 
reviewed less frequently, such as quarterly or yearly.

This process of reviewing the user access is covered under 
NIST Cybersecurity Framework CSF, under control PR.AC-1, 
and is part of all of these guidances and regulations:

Point        IAM is not Enough - 
There is Still IGA

#4:

Are we done for identity security?  
In short, no.

We are done with Identity and Access 
Management (IAM) - but not with 

the ongoing identity security domain, called 
identity governance. Identity Governance and 
Administration (IGA) covers all the practices 
and procedures involved in ensuring that 
the enterprise is secure AFTER the initial 
deployment.

For example, what is the organization doing 
 after the users are initially set up in the IDAAS, 
assigned to groups and the groups assigned to 
resources. 

What about a month later, 3 months 
later, or even a year later? 

The most dynamic aspect of any enterprise is 
their identities, and thus these identities must 
be “reviewed” or as it’s called in the industry “re-
certified”. 

This is especially true, if the identities are partly used 
to authenticate/authorize into systems that hold 
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The process of reviewing 
the users is called a 
UAR or a “user access 
review”. The result is 
called “evidence” for 
the “identity control”. 
This evidence, the result 
of the access review, is 
submitted to one of the 
reports above. 

T he e-process of user access 
reviews is best served by a 

tool that is designed to delegate 
out the reviews to the manager 
of the applications, the group 
managers or both. These tools 
are best cloud-based and 
integrate directly with the IAM 
solutions detailed above.

Point       Selecting an 
IGA Tool to Match Your 
IAM Program

#5:

Industry Regulation

Healthcare HIPAA/HITRUST

Finance GLB, FTC

Retail PCI-DSS

International ISO 27001

Cloud / SaaS SOC  

D.O.D CMMC

(Holder of PII - Personal Identifiable 
Information)

CCPR CCPA, NYCR500 GDPR

Public SOX
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Identify Over-Privileged Accounts:

The biggest bane of the IAM team is “urgent” 
requests from line managers demanding 
access to applications and resources for their 
users. When are these “urgent” entitlements 
ever deprecated? Usually never. Once again 
- hackers then run amuck on these accounts 
performing lateral movement and data 
exfiltration. UARs help reduce the privileges of 
reviewed accounts.

Prepare Enterprise for Advance 
Security:

The modern security technologies which exist 
to enforce concepts like Zero Trust, DLP and 
Cloud security (SASE) all enforce their policies 
through identity groupings, best managed in 
IDAAS or on-premise identity resources. Only 
through a thorough User Access Review (UAR) 
can the proper users be determined.

In addition, enterprise obtain this additional benefit:

Identify Unnecessary S/W Licenses:

Enterprises use the user access reviews, 
especially when applications are associated  
with groups, to identify users that no longer 
need these licenses because their role or 
employment has changed. A user access 
review can help identify the users that no 
longer require a license, in turn, saving the 
company money.

Point        Selecting an  
IGA Tool to Match Your  
IAM Program (Cont.)

#5:

Products that perform the functionality of User Access 
Reviews for security and compliance should have the 
following features:

Integrates Quickly:

Best they integrate into the IAMs, above

Auto-Delegate to the Reviewers:

Based on the group owner or manager

Auto-Schedule:

Can schedule the reviews on an automated time period 
(monthly, quarterly, yearly, etc)

Normalize Siloed Resources based on IAM:

Can audit the SILOED resources that still are outside 
of the IAM (often not all applications can be easily 
integrated into the IAM/IDAAS platform - especially for 
healthcare and financial services)

So, What are the Security Benefits of Identity 
Governance

There are legitimate security reasons why these regulations 
and guidances force enterprises to review their users 
accounts. These reasons include:

Identify Ghost Accounts:

Ghost accounts are accounts no longer used by actual 
users, and thus are coveted by hackers since they can 
increase their “dwell time” (time undiscovered) in the 
compromised enterprise. UARs help discover these 
accounts.
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Contact us today to learn more about how YouAttest can help you secure 

your identities and stat you on your path to a secure IGA system.

Summary:
SMB and commercial organizations are not immune to both the strengths and the woes of 
 cloud identities. The strength is that there is an array of cloud services available to their users if the  
users are stored and managed in a SSO-capable, IAM/IDAAS system. The weakness is that if these users  
are not properly managed and reviewed, hackers can take over the accounts and cause damage to the enterprise. 

That is why enterprises must start by installing a quantifiable IAM (Identity and Access Management) system and 
maintain the identities with a repeatable pattern of identity governance (IGA).

Management of both IAM and IGA services are also well served by an MSP with the right tools to manage and secure 
enterprise identities.

YouAttest.com

sales@youattest.com

(877) 452-0496
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