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Overview:

But, being the biggest provider 

means they are the largest 

target for hackers. And Amazon 

services are at risk.

And one of the biggest risks is 

the risk of overly permissioned 

accounts which are then ripe for 

account takeover. Palo Alto states 

that 99% of cloud roles are overly 

permissive. (3) 

Why YouAttest? 

YouAttest is the simplest of all identity security and 

compliance products for AWS. YouAttest seamlessly connects 

to the customer’s AWS IAM tenant and extracts and organizes 

the user and admin entitlements in a rational and quantified 
way that allows a security or risk manager to ensure identity 

security to the AWS resources.

Reasons MSPs should utilize YouAttest for Amazon Web 

Services include:

The global cloud computer market was valued at $546B in 2022  

and is projected to reach $1.2T by end of 2027 with a CAGR of 17.9%.  

(1) 99% of enterprises use a cloud provider. (2) With Amazon Web Services (AWS)  

being the dominant IaaS (Infrastructure as a Service) provider. 
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A mazon is still the dominant player in the 

market – with 33% of the public cloud market, 

dominating over the next player Microsoft with 24%. 

(4) The value of AWS service is closing in on  

$3 trillion. (5)

But that paints a target on AWS services.  

Most hacker tools often shrink-wrap hacking tools  

to scan, detect and exploit AWS vulnerabilities.  

Free tools like AWSPX, Rhino Buckethead,  

Prowler are readily available to both the good  

and bad guys. (6)

AWS hacks are constantly being published and 

instantly utilized by the hackers in “zero day” 

exploits. In addition, given the value of the targets, 

the hacker groups have been known to fund private 

projects to exploit AWS services. 

Good news is AWS is popular - bad news is the 

hackers know of its popularity and have clever 

ways to exploit openings into AWS.

The YouAttest benefit: YouAttest has performed 

more than 2.5 million attestations (attesting to 

enterprises roles, permissions and entitlements) 

for enterprises in the finance, insurance, health 
care, public, manufacturing and educational 

sectors. YouAttest is identifying ghost and 

orphan accounts and excessive privileges. 

Hackers want orphan accounts since they can 

increase their “dwell time” in the system. (The 

amount of time they go undetected).

YouAttest is the tool to ensure that ghost 

accounts are removed and excess permissions 

are eliminated. 

As the biggest cloud 

provider AWS is the target
1.

Big Three Dominate the Global Cloud Market
Worldwide market share of leading cloud infrastructure service providers in Q1 2023*

* includes platform as a service (PaaS) and infrastructure as a service (laaS)

as well as hosted private cloud services

Source: Synergy Research Group
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The IAM service is used for managing  

the access to all the AWS resources.  

This includes root accounts, user accounts, 

group accounts and modifiable permissions. 
Most hackers start with identity (7) and, AWS 

attackers are no different. 

If an attacker can gain access to AWS access 

keys used in the IAM service, then they 

can leverage multiple misconfigurations 
and escalate their privileges, change the 

password for the IAM account, or gain access 

to sensitive information in S3 or Lambda 

environment variables through existing  

IAM policies. (8)

AWS IAM is often the 

target and starter point 

for the hackers

2.

Figure 7. Select enumerations in non-Error, non-Misuse breaches (n=4,291)
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Image: Verizon Data Breach Report - 2023

Credentials/User Accounts are #1 Source of Hacker Access

74% of all breaches include the human element, with people being involved either via Error, Privilege Misuse, 

Use of stolen credentials or Social Engineering. 

83% of breaches involved External actors, and the primary motivation for attacks continues to be 

overwhelmingly financially driven, at 95% of breaches.

The three primary ways in which attackers access an organization are stolen credentials, phishing and 

exploitation of vulnerabilities.

Some of the more well-known vulnerabilities and 

misconfigurations within IAM are:

Misconfigured trust policies

Cross-account role enumeration

Overly permissive policies

YouAttest is designed to audit ALL of these permissions 

and to empower the security and risk manager to 

regularly attest to these permissions. YouAttest integrates 

directly with the enterprise IAM system so our system 

can automatically message the reviewers via email and 

social media to complete the access review process. The 

YouAttest process automates the certification, revocation 
and delegation of the AWS IAM review.   

1.

2.

3.
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A key report showed that 80% of enterprises 

using AWS had inactive users (defined as 
no access for 180 days) with ownership of access 

keys. (9)

The dormant, ghost and orphaned accounts are 

a typical attack vector for hackers. They want to 

compromise the inactive accounts because these 

are the accounts which are not being monitored 

and used. Thus, their nefarious activities of 

privilege escalation and lateral movement can go 

undetected for long periods of time.

YouAttest Solution: YouAttest addresses this 

problem by identifying all users, in a YouAttest 

IAM access audit, that have become stale in 

access. (Identified by no activity in 45 days or 
more)

Report shows 80% of AWS 

enterprises have inactive 

IAM users w/ access 

3.

CLOSE

AWS User Audit

Profile Name: arn:aws:iam::715673682145:user/omar@youattest.com

Last Activity: 3 days ago

User ID: AIDA2NILZYDQWUKESQZSR

User Status: INACTIVE

Email: omar@youattest.com

Last Login Date: 2023-07-03 09:17:13

Password Age: 25 days ago

MFA Status: DISABLED



5 Reasons  Why MSPs Need YouAttest for AWS for Security and Compliance   | 7

A key finding in the NSA, FBI and 
CISA efforts to determine the 

best anti-ransomware practices found 

that enterprises must be enforcing the 

principle of least privilege (NIST 800-53, 

AC-6). This control dictates that users, and 

especially admins, be granted only the 

minimum amount of privileges needed 

to conduct their duties. 

These groups have banded together 

to form the JRTF (Joint Ransomware 

Task Force) and have created the 

#STOPRANSOMWARE guide which calls 

out the need for the principle of least 

privilege. (12) Cloud and admin accounts 

are identified as key resources for this 
practice.

Amazon, themselves, believe so much 

in this practice that they have called 

out for the principle of least privilege to 

be enforced in a best practices guide 

they call “Amazon’s Blueprint against 

Ransomware”. (13)

YouAttest for AWS is exactly how MSPs and enterprises 

effect this principle of least privilege. Through automated 

access reviews of all the AWS IAM entitlements, YouAttest 

helps the enterprises eliminate ghost accounts and 

eliminate excess privilege on users and policies. 

YouAttest enforces 

Principle of Least 

Privilege on AWS IAM

4.

The Principle of 

Least Privilege
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Practically all enterprises today are under some 

IT and data governance. These regulations 

all call for an audit, and specifically an access 
audit of the resources that hold the secured 

data. (Finance is PII, HealthCare is PHI, Defense 

is CUI). These regulations call out that all users, 

and especially the admins to these systems, be 

regularly reviewed (following NIST 800-53, AC-

4) and that all users follow the principle of least 

privilege (NIST 800-53, AC-6).

The specific markets and compliance measures 
are itemized here: 

An AWS Access Review 

is a part of ALL IT and 

Data Governances

5.

All YouAttest customers generate YouAttest 

access reports, which are created from the 

user access review process. These reports are 

“evidence” and submitted by the enterprises as 

evidence to these IT guidances - at a large cost 

saving and time saving to the enterprise.

Market Compliance

Publicly Traded SOX

Retail PCI-DSS

Cloud SOC

Defense CMMC

Financial GLB, FFIEC

HealthCare HIPAA/HITRUST

International ISO 27001

Privacy GDPR/CCPA/CCPR
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Summary:

YouAttest.com

sales@youattest.com

(877) 452-0496

T he IGA market is there for the MSPs and customers  

and seeking your help. The traditional providers in the space,  

the big SIs, are overcharging. 

The MSP customers need your help and a tool like YouAttest, with its low 

monthly, user/usage billing system, and easy deployment, is the right tool for 

MSPs to be able to enter and capitalize on the exploding IGA market. 

Contact us today to learn more about how YouAttest can  

help you secure your identities and start you on your path  

to a secure IGA system.
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